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Interested Party Employee Information Security Notification
HXTTEEREEMS

With the development of technology, our lives and work are inseparable from the Internet, which
carries a large amount of personal and company information. In order to effectively protect everyone's
personal information and interests, our company has established an information security

management system in accordance with the requirements of ISO27001 and VDA ISA standards.

BEERRMAR, BMNNEENTIESEATMEG, MNERARBEERMNREDA RINEL,
AT BERRIPARENMAGELEFFIZE, FKE)3% 1S027001, VDA ISA trAERENL TEEREERE

To ensure the effective operation of the information security management system, the following

contents are hereby notified:

ATRIEEEZEEEARETNAEN M, FENRETDT:

1. Information Policy {5 B &€ %t

Prevention first, improve management, continuous improvement, ensure safety.
b AE TEEE S RIERE

2. Information Security Goals 8 &Z € Bfx

e The number of controlled information leakage incidents (per department) < 1 per quarter; 5

BEEMBENSEHRERE (F51) 1 NEE,
e The number of customer confidentiality complaints < 1 per quarter; TR 3 M IFHRE
N RIBE;

e The achievement rate of training plans = 99%; #=Z)IliT %)L B %E299%;

e The number of failures/incidents caused by information security incidents that fail to recover
within the specified time < 1 per quarter; FE X2 FHSEMNHE/ESREEMNER BRREDN
RIS RIZFE,

e The number of IT system response interruptions longer than 2 hours < 1 per quarter; IT &%

MRz FPETRT 2h K& RIEE;
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e Recovery time (RTO) for critical systems < 4 hours/half year; (BB Rk E g (RTO) <4h/
FE
e Ensure that all confidential materials (including electronic documents, CDs, etc.) are not
leaked. Ensure that top-secret, confidential, and secret information is not leaked to unauthorized
personnel RIEXMBTEARBHALHBIRIB X, XEF)FHWHE. BREZ. 8. WRE
BARMREIERNAR,

3. Requirements Compliance of the Management System

It is prohibited to use the Internet to create, publish, or disseminate the following information: A~
FHAERMEIE. ZMHMERTIER:

e Fabricating and distorting facts, spreading rumors, and disrupting social order; 121& 125 gh

EX, HPES, HEHESHKE

e Publicly insulting others or fabricating facts to slander others; A% fgEth A FIEEE L

A

e Damaging the reputation of individuals or organizations; #i¥fA N Azl EHR B E,

e Information that violates the Constitution, laws, and administrative regulations. ¥ & 3g/%.

EEMITBUEANER

It is prohibited to engage in the following activities that endanger the security of computer
information networks: R§ME T3 EEITENERMELE /AR

e Accessing computer information networks and using their resources without permission; *

ZAY, HNTEVEEME R ERITEYEEMEZNTIR,

e Deleting, modifying, or adding functions of computer information networks without permission;

RERV, XWHENESMEREHITHER. EXEEEBM;

e Deleting, modifying, or adding data and applications stored, processed, or transmitted in
computer information networks without permission; &2 41, SHTENE B ML HIZME. HIE

HEFRAEBIEMN MR ITHER . E2EEE,;

e Intentionally creating or spreading computer viruses and other destructive programs; #= %l

B, BRI EYRSFRIAERF,
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e Other activities that endanger the security of computer information networks. HEfBEITE

HUE B ME L EHES.

Fulfill the filing obligations in accordance with the law. Host users shall truthfully file the
information of their own units and related units with the Ministry of Industry and Information
Technology and the Public Security Bureau. Consciously accept the supervision and inspection of the
cyber police department of the public security organs, timely and effectively provide information,
materials, and data files required for security protection management, and actively assist the cyber

police department of the public security organs in investigating and handling network-related crimes.

WEBTHERR, THHPNEBARMEAXPMNNERNLE TEBEAREER. B
MEZ ALY ANERINEERE, RNANERZERIPEEMTNES. ARREIEXT,
TRIRID B R LA RN ERR I B LMK BEILF R T

Establish appropriate information security management measures. Servers shall be equipped
with systems to prevent computer viruses, network intrusions, and attacks. Important databases and

systems shall be set with redundancy and backups.

BUBHNELREEEER REFEEMEHTENRS. MENRNBENRSE, EEEE
BE. RGRETREED.

-

Matters not covered in this notification shall be handled in accordance with relevant national laws
and administrative regulations.

REMPBARFERBERBXER. TBUENNIT.

This document is made public to the interested parties.

TR T AT

4. Commitment &g

To ensure the personal information of interested parties and the organization's interests,
GETTOP has committed to implementing appropriate information security management measures to
meet the above requirements. If the GETTOP information security policy changes, it will promptly

notify relevant parties through an information security notification letter.

ABERERTHPAGE . BRA G, HRAKERTRELINEELXEEEERH U LEER, M
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KRR EEREBRRELTW, HEELEEMBNERARNBHMERTT.

To ensure the information security at each link of the supply chain, please ask the Tier-1 suppliers
to comply with the information security regulations, and also convey this notification letter to their own

sub-suppliers.

ARIEEEHNERE I ATNEERSE, T RAHNFETEELESNENRRN, BiFEMH
FIRGBCH T —RHENE.
5. Information Security Contact Person 5§ E &£ BEE A

In the event of an information security incident or any changes or questions regarding information
security, you can contact IT department through the following methods:

AREGERLXEEHFERATAXRTERRETEN R ALY, TBEUTAREHIA T #
BUSELA:

e Information Security Contact Person-Headquarter {5 B & £E R A-2H

Name: Shang Jingwen, Email: shangjingwen@gettopacoustic.com, TEL: +86 13021540528

e Information Security Contact Person-MY Factory £ 8 L&A AN-OX T :

Name: Zhang Min, Email: zhangmin@gettopacoustic.com, TEL: +60 0108249228

Company: GETTOP TECHNOLOGY(MALAYSIA) SDN.BHD.

Date: 2025/6/30

WL
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